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1 . (Cun^ntly Amended): A method for securing radio transmissions utilizing a conventional radio, 
said method comprising die steps of: 

providing a conventional radio, said conventional radio being incapable of encrypting or 
decrypting signals, said radio including a conventional microphone port thai is configured to be coupled 
to a conventional microphone and a conventional speaker port that is configured to be coupled to a 
conventional speaker, aaid radio remaining unmodified; 

providing a computer system coiqjlcd between a microphone and said radio, wherein inputs into 
said radio are received first by said computer system, said computer system being separate and ^rt from 
said radio; 

receiving, within said computer system, an input analog signal from aaid microphone; 
encrypting, within said computer system, said input analog signal utilizing public key encryption 

tn farm an i^nry^^ vft^ftft fTIa; 

passing said encryptod yr^r^ fil^ in put analog signal from said computer system to said 
microphone port tiw* is included witiiin said unmodified radio; and 

transmitting said encrypted yp?cB file input analog sigixal utilizing said unmodified radio, wherein 
radio transmissions ftom said radio are secured. 

2. (Original); The method according to claim I, further comprising the step of encrypting, within 
said computer system, said input analog signal utilizing a key pair, said key pair including a public key 
and a private key. 

3 . (Original) ; The method according to claim 2» further comprising the step of encrypting, withm 
said computer system, said input analog signal utiiiztng said public key. 

4. (Currently Amended): The method according to claim 1, a^ htf^n thfi receiving step finmprisfis 
fartlie t comprising the steps o f: 

receiving, withui a first application executing within said computer system, said input analog 
signal from said microphone; 

whnrr^ ♦^^ i»r.^^ti'rtg flfiy ftormpHaeH encrypting, utilizing said first application, said input 
analog signal utilizing public key encryption tn fnrm flaid encrypted vnice file; 

«7T,i.r^iTi itiA p.iac4«ip ftt^ 6ftnipH«Mft passing said encrypted VQioe ffla mput analeg signal from 
said first application to said microphone port of said unmodified radio. . 
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5. (CuTtently Amended) : The method according to claim 1 , 4 , fuiflie r e ouipriame^ 

r eLeiviLig> said comEmtei aj/fltcm fiom said iiiicf o plmmi^ aaid input &iifllu£ aignal; wliorcin the 

ffi^ffjvi'Tig gffp nnntpriseg: 

converting, by a jnicrophone driver that is executing wittdn said computer system, $aid 
input analog signal to a file, said file being in a atandaid voice file format; 

constantly monitoiing, by said fim application, inputs received from said microplionc; 

and 

detecting^ by $aid first application, a receipt of said file; 
^ru^n th^ fl T^^fj^ptinn «ti»p rvwupriscR in responsc to a detection by said first application of said 
receipt of said file, encrypting aaIH P^rrsmff^ vnicR file, by said first application , Aaid file 

utQizing a pubUc key that is part of a public key/private key [[key]] pair assigned to said computer 
sy9tem[[;]] 

p assing, by aai J fiiat applicalimu said eiiujy t4i;*l file iu said aiicr oplionc. pait tlial la iiicliidod 

within said laJio; an d 

ti ' mi&mlUiiig said enc t yp t ed file u t ilising said unmodifie d-radto. 

6. (Cunently Amended): The method accordhiig to claim 1, further comprising ttie steps of: 
providing a second conventional radio, said second conventional radio being incapable of 

encrypting or decryptliig signals, said second radio including a second microphone port that is configured 
to be coupled to a second conventional microphone and a second speaker port Aat is configured to be 
coupled to a second conventional speaker, said second radio remaining unmodified; 

providing a second computer system coupled between said second speaker and said second 
unmodified radio, wherein outputs &om said second radio are received first by said second computer 
system before being output to said second speaker^ said second computer system being separate and apart 
firom said second radio; 

receiving, within said second computer system, an encrypted output firom said second speaker 
port included within said unmodified second radio; 

decrypting, within said second computer system, said encrypted output utilizdng public key 
encryption tn f'^^ ° fierrypteA nutpiit; and 

outputting said decrypted output fit>m said second computer system to said second speaker. 

7. (Currently Amended): The method accordfaig to claim 6, wberRin witWti said secfind cnmpuifit 

constantly monitoring, by a second application that is executing within said second computer 
system, aulpuia fl ' om said second speaker port; and 
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receiving, by said second application, said encrypted output fiom said second speaker port 
wK^i^^in the de rr^fptiTic ^^^^^^ decrypting, by said second appUcation, said encrypted 
output utilizing public key encryption [[; and]] 

yftBi^lii^, by adid Mc o nd applluUiou, aald dtu^pluJ uutput ilmu a&IJ &cwiia aptiUmlioJi to said 

second-speaker. 

g. (Canceled) 

9. (Cumsntly Amended): The juethod according to claim 7, further con^irisiAg the steps of: 
obtaining, by said second computer system, a private key of said conq>uter system; and 
^g hfrP^T, file Au ^titig iatep fiirtliftr rnmnriaea decrypting said encrypted output utilizing said 

private key, 

10. (Currently Amended): The method according to claim 9. further comprising the step of 
exchanging said private key between said computer system and said second computer system prior to 
trpnamiftiiig qnifl mriyp^*^ ^"-^^ fi^^ II A ii MLiiUii. - jm o f radi o simalo , 

1 1 . (Currently Amended) : A systJem for securing radio transmissions utilizing a conventional radio, 
comprising: 

a conventional radio, said conventional radio being incapable of encrypting or decrypting signals, 
said radio including a conventional microphone port that i» configured to be coupled to a conventional 
miciophone and a conventional speaker port that is configured to be coupled to a conventional speaker, 
said radio remaining unmodified; 

a computer system coupled between a microphone and said radio, wherein inputs into said radio 
are received first by said computer system, said computer system bemg separate and apart from said 
radio; said computer system for receiving an ii^ut analog signal from said microphone; 

said computer system for encrypting said input analog signal utilizing public key encryption to 

farm iin ftr^rrypfRA vniftfe filft; 

said computer system for passing said encrypted vn^fift file uipuL aualiag aigua] firom said 
computer system to said microphone port that is included within said unmodified radio; and 

said unmodified radio for transmitting said encrypted acnica file lupul mialog aigiMt. wherein radio 
transmisaions from said radio are secured. 
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12< (Original): The system accoiding to claim 1 1 , fluthar comprising said computer system fcr 
encrypting said input analog signal utilizing a key pair, said key pair including a public key and a private 

key, 

13. (Origiiial): The system according to claim 12, further comprising said computer system for 
encrypting said input analog signal utilizing wid public key. 

14, (Cuirciitly Amended): The system according to daim 1 1 , sniri o otTTputnr fyf^tftm fnrrflncriYiny 
further conqprising: 

a first application 0xecutii« within said computer system for receiving said input analog signal 
fiom said microphone 

oaiA nntT^piitftr n ynt tr ft^r p aa^T^y p^^^^ fiirfW rnmpficiPR said first application for 
encrypting said input analog signal utilizing public key encryption t/) form s a id f nrTjTitPd voiCG file 
andQ;]] 

said fii&t applicatluij for passing said encrypted mirfl file Luput malog -stgnai from said first 

application to said microphone port of said unmodified radio. 

15, (Currently Amended): The system according to claim! 14, fuilluLi comprising: 

g;ajd c o mpu t ci system rccu vii^ fr o m said microphum. said input analog Aigual; wherein said 

a microphone driver that is executing within said computer system converting said input analog 
signal to a file, said file being in a standard voice file format; 

said first application constantly monitoring h^ts received fix>m said microphone; 
said first application detectir^ a receipt of said file; and 

wiii^T^in QaM n iimp.iter gyst^ for ftttftrvntiiny rnmnrisftH in rcgtx)nse to a detection by said first 
application of said receipt of said file, said first application encrypting said file tnfnmn ^aid fiTlfiryptftd 
v»iBefiift by utilizing a public key that is part of a public key/private key [[key]] pair assigned to said 
computer system[[;]] 

sold fix ' st applitaUoii passiiift said enciypted file to sjJd mlcixipliUiHi port tLut is included wi t hin 

Mid r adio ; and 

said unmodifi e d radio Umismltting said cuu.ypted file, 

16. (Currently Amended); The system acconUng to claim 1 1, fhither comprising: 

a second conventional radio, said second conventional radio being incapable of encrypting or 

decrypting signals, said second radio including a second microphone port that is configured to be coupled 
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to a second conveniional microphone and a second speaker port that is conflguiced to be coupled to a 
second conventional speaker, said second radio remaining unmodified; 

a second computer system coupled between said second speaker and said second unmodified 
radio. i;vtoiein outputs from said second radio are received first by said second computer system before 
being output to said second speaker, said second computer system being separate and apart from said 
second radio; 

said second conruter system for receiving an encrypted output from said second speaker port 
included within said second unmodified radio; 

said second computer system for decrypting said encrypted output utilizing pubUc key encryption 
»ft fnTTTi ft H<^fsiyptftd output: and 

said second computer system for outputting said decrypted output from said second computer 

system to. said second speaker. 

.17. (Currently Amended): The system according to claim 16, whfrrnin said flBcnnd rompntrrr f^xm 

a second application that is executing within said second computer system constantly monitoring 
ouq j uts fr o m said second speaker port; and 

said second application receiving said encrypted output ftom said second speaker port; 

yrhf^{n ftflid fv%mpiiter flyftt ^ f/^r /^^nypHtig r^rnnprifififi said socoud application decrypting said 
encrypted output utilizing public key encryption [[; and]] 

Mid sec o nd applicati p ii passing said dc ( ,.iypttLd uutyut fr o m said second appUcati o ii to said s e cond 



18. (Canceled) 

1 9. (Currently Amended): The system according to claim 1 7, further conq)rising: 

said second computer system for obtaining a private key of said oorapirter system; and 
tt/^Rrmti flAiri fin m p^^^^ Hyflt<>m fftf derryr tin g fiirfhftT rronprism H flid second computer system for 
decrypting said encrypted output utilizing said private key. 

20. (Previously Presented): The system according to claim 19, fbrther comprising said computer 
system fer exchanging said private key between said computer system and said second computer systwn 
prior to transmissions of radio signals* 
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21. (Currently Amended): A computer program prodiict executing witiin a data proceBBin^ system 
for securing radio tnansinissiofts utilizing a conventional radio, said oonputBr program product an 
rec nr dnhlr- ryr*^-^^^^" comprising the data processing system implemented steps of: 

instruction means for providing a conventional radio, said conventional radio being incapable of 
encrypting or decrypting signals, said radio including a conventional microplione port that is configured 
to be coupled to a conv^tional microphone and a conventional speaker port that is configured to be 
coupled to a conventional speaker, said radio remahiing unmodified; 

instniction means for providing a computer system coiqjled between a microphone and said radio, 
wherein inputs into said radio are received first by said computer system, said computer system being 
separate and apart fiom said radio; 

instruction means for receiving, within said computer system, an input analog signal from said 

microphone; 

instructioii means for encrypting, within said computer system, said input analog signal utilizing 
public key encryption tn form an enfiryptflri voice file; 

instruction means for passing said encrypted vnice file hnjul AiiAog signal from said computer 
system to said microphone port that is included within said unmodified radio; and 

instruction means for transmitting said encrypted vnioc file input anal o g utilizing said 
unmodified radio, wherein mdio transmissions from said radio are secured. 

22. (Original): The product according to claim 21, further comprising instruction means for 
encrypting, within said conqjuter system, said input analog signal utilizing a key pair, said key pair 
including a public key and a private key. 

23 . (Original) i The product according to claim 22, further comprising instruction means for 
encrypting, within said con^ter system, said injput analog signal utilizing said public key. 

24. (Currently Amended): Tho product according to claim 21, whfimln thfi instnirtinn means for 
r<>nftivHg flTB Ajitl ie re o m p riflin g: 

uisu - ueti o n m e ans f e r r ec e iving, within a first ^plication executing within said coniputer system, 

said input analog signal from said microphone; 

«Ai>rt»i>m I'TiBtnirtrirttt w ^nnfl far enmypKrie utiligg r n^tf aetl o n mcans f o i e iici - VP t ing, utilizing 
said fu ' st flpplleati e n, 6aid input analog signal utUiJ i hig public key encryption tn fnrm fi a iri mfirypfRd voice 
£lfi; 
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whrrrin n^^^ ii^°t^^^H^ triPanfl fmp««Rm» fiminriRftft instruction means for pasfling said 
encrypted ^^i^^ file iiiyiil Aiialug signal from said first application to said microphone port of said 
unmodified radio* 

25. (Currently Anwsnded): The product according to clafan Zl wherein said instmction means for 
receiving cong)rises: 24, flifttiw tun4>iiflinft: 

i nstiuc t lon means fey r pcuviiia, by aald computci ajattm fr o m wild iiiieruplione, aaid input 

analuft aign atr 

instruction means for converting, by a microphone driver lhat is executing within said 
computer system, said input analog signal to a file, said file being in a standard voice file format; 

instruction means for constantly monitoring, by said first application, inputs received 

from said microphone; and 

instruction means for detecting, by said first plication, a receipt of said file; 

nih^P^An itiHtniflrinti i ^m^n^L fhr fttiriyptinp nninprises in responsc tO a detection by said first 

application of aaid receipt of said file, instruction means for encrypting, by said first application, said 
fl^rrypi^H vflicft file utiUzing a public key that is part of a public key/private key [[key]] pair assigned to 
said computer system m fnrm aaiH cnciyntgd voice file [[;]] 

UTgtnie t ioii m e ans f o r paasmg, by saiJ Ciat applifcati o n, said uicryp t ed file $A!iid micr o ph o ne 

p o rt t hat is included withm said radi o ; and 

tu8iUuL>ticiii means f o r uammittmg said i ^ncr y ptecl fil e utiliging ^^^^ immodificd Tadio. 

26. (Currently Amended) : The product according to claim 2 1 , f\irther comprising: 
instruction means for providing a second conventional radio, said second conventional radio 

being incapable of encrypting or decrypting signals, said radio including a microphone port that is 
configured to be coupled to t conventional microphone and a speaker port that is configured to be 
coupled to a conventional speaker, said radio remaining unmodified; 

instruction means for providing a second computer system coupled between said second speaker 
and said second uimiodified radio, wherein outputs bom said second radio are received first by said 
second con^uter system befbre being output to said second speaker, said second conqniter system belivg 
separate and apart ftom said second radio; 

instruction means for receiving, within said second computer system, an encrypted output from 
said second speaker port inchided within said second unmodified radio; 

instruction means for decrypting, vrfthin said second computer system, aaid encrypted output 
utilizing public key encryption to form a dftgrypted cutpuft and 
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instruction weans for outputting said decrypted output from said second coitiputer system to said 
second speaker. 

27. (Currently Amended): The product according to claim 26. wtifTflin flmd instnirrtinn mmm 

instrucdon means for oonstantly monitoring, "by a second applicBtion that is executing within said 
second computer syst uii, ou t puts from said second speaker port; ssid 

instruction means for receiving, by said second appUcation, said encrypted output from said 
second speaker port; 

^^^s^;f^ mnttitfttinn ftiRanfl far dii^ ryptit^g i^ftnipriaeft instTUCtion mcans for decrypting^ by 
said second application, said encrypted outpoit utilizing public key encryption [[; and]] 

i m^Uuctl o a mtma fui pm^lu^ by &Aid scc o ud appliiwiti ei i, said dcetypted uuLpul fmm a aid second 

applieatio t i to said second speake r, 



28. (Canceled) 

29< (Currently Amended): The product according to claim 27, further comprising: 

instruction means for obtaining, by said second conqwter system, aprivate key of said computer 
sj^tem; and 

txr^iP^lti «^tri inefriirtinn mft«Tlft fi.^ H^nrypting fiitthftr fioTiipriflef; instruction mcaus for decrypting 
said encrypted output utilizing said private key. 

3 0. (Currently Amended) : The product according to claim 29» further comprising instruction means 
for exchanging said private key between said computer system and said second computer system prior to 



Page 9 of 18 
0085-10/042,505 



PA6E11/20'RCVDAT2/22/200$ 3:12:41 PM[EastemStandardTim^^ 385/766' DURATION (mn]-ss):05-38 



